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1. O6qne nonoxeHilfl,

llenuro co3AaHrF cilcreMbt aHTilBr4pycHor,t sault,trur flBnffercn o6ecne,{eHne 3au.{LltqeHHocrm 11H$opMaqiloHHo-

KoMMyHNKaqroHuoN cr4creMbl (Aanee t/l(C) or eosAet/crafiF pa3nilqHor0 poAa BpeAOHOcHblx np0rpaMM v1

HecaHKqiloHr4poBaHHbrx MaccoBbrx noqroBbrx paccbrnoK, npeAorBpau-{eHnn ilx BHeApeHrF e uHSopuaqiloHHble

cncreMbt, BbtRBneHrF 14 oeeonacHoro ygareHrn il3 cr4creM B cflyLtae nonaAaH[R, a raKxe Snnurpaqru AOcryna

nonb3oBareney1 lOY K HenpoAyKTl4BHbtM lzlHrepHer-pecypcaM n KoHTponn t,tx oneK[poHnoN nepenrcrn.

OcHoaononaralqult4M14 rpe6oeaHunMil K cr4creMe aHTilBttpycuot,t eaqrrut ,[OV nennrcrcn:

- peueHile 3aAaqil aHrilBt4pycHora raulrrut AonxHo ocyulecrBnnTbcn B o6qeu erge. CpegcrBo 3au{ilTbl He

AOflXHO OKa3btBarb nporneogeracrBfie KoHKperHoMy Bt4pycy r/fir4 fpynne BilpycoB, nporNaopet,lcTBile AonxHo

oKa3brBarbcq B npeAnonoxeHilFx, qro Br4pyc Moxer 6urru gaHeceH Ha KoMnborep il o Bt4pyce (o ero crpyrrype (a

L{aCTHOCTI4, Cr,lrHarype) ta BO3MoXHbtx get)tCrernx) Hnvero He il3BeCTHo;

- peu1eHile 3agaqn aHTnBLlpycHoft oaulrrut AolxHo ocyulecrBrflTbcff B peanbHoM BpeMeHl,l.

- MeponpilRTr/fl, HanpaBneHHbte Ha peueHile 3aAaq no aHrnarpycHom 3aqhTe: ycTaHoBKa TotlbKo

nilqeH3ilpoBaHHoro npofpaMMHoro o6ecne,reHns nn6o 6ecnnarHoe aHTuBt/pycHoe nporpaMuHoe o6ecneqeHile,

r4Ayqee B KoMnreKre c"noAnilHHol,r onepaqmoHnor,r crcreuorl (il,1na Microsoft Security Essentials (ceru go 10

pjOour* cranqrar,r) vtnvt Microsoft Forefront Endpoint Protection (ceru 6onee 10 pa6ovr,lx cranqrN)),

nogepxnBaroqee pa6ory c norb3oBarenbcKvlMt4 npopilnffMil

- peryngpHoe o6HoeneHne il exeAHeaHure npo$nflaKrilqecKfie npoBepKLl (xeaarerbHO B Hepa0Oqee HoqHOe

epervn);

- HenpepbreHurr4 roHrponb HaA BceMil BO3MOXHbTMil nyTFMt4 npoHt4KHoBeHilF BpeAoHocHblx nporpaMM,

MoHt4TopilHr aHTilBl,lpycHor,1 6esonacHocl4 t4 obHapyNeHne AecrpyKTt/eFtotl axrfiaHOcrt4 BpeAOHOOHblx np0rpaMM Ha

acex o6rexrax 14KC:

- exeAHeBnurr/l aHanr3, paHxrpoBaH[e 14 npeAoTBpau-{eHile yrpo3 pacnpocTpaHeHilR 14 eolgettcreun

BpeAoHocHbtx nporpaMM nyreM BbtFBneHilF yF3Bt4MocTeN ncnonusyeMoro e t4KC onepaL{fioHHoro npOrpaMMHorO

o6ecneqeHng il cereBbrx ycrporacrB il ycrpaHeHrn o6HapyxeHHbtx AeQeKros B cOOTBercrBl4l4 c AaHHblMl4

nocraBulfiKa npolpaMMHoro o6ecne,{eHiln il Apyrilx cneqilann3rpoBaHHbtx oKcneprHbtx aHTLtBt4pycHutx cnyx6.

- npoBeAeHue npoSranaKTilqecK[x Meponp[FTr4fi no npegorBpau]eHho il orpaHilqeHho Bl4pycHbtx enngeunft,

BKnpqaou_lt4x 3arpy3Ky il pa3BeprbtBaHue cneL{ilanbHbrx npaBrn Hetarpanrsaqnn (orpaNeunn, il30nflqilil tA

nilKBtlAaqnn) apepoHocHurx nporpaMM Ha ocHoBe peroueHgaqrt,1 no KoHTpon}0 aTaK, noAloTaBrnBaeMblx

parpa6orvr,|KoM cpeAcTB 3au_{L1Tbt oT BpeAoHocHbrx nporpaMM n Apyl-l4Ml4 cneqilanil3npoBaHHblMtl SKCneprHblMt4

aHTilBl4pycHurlrlr cnyx6aMil Ao roro, KaK 6ygyr aurnyuleHur $atanbt ficnpaBneHntt, nprsHaKOB N aHTilBl,lpycHblx

criHaTyp,
- npoBeAeH[e perynflpHbtx npoBepoK L{enocrHocTt4 Kpt/Tt4qecKm BaxHblx nporpaMM il AaHHblx. Hannqne

flt4glHr4x $a1,1noe il cneAOB HecaHKqiloHr4poBaHHoro BHeceHfiF ilslleHeHiltl AonxHo 6utru raperrcrpl4pOBaHO B

xypHane I paccneAoBaH0;

- BHeUHile HOCilTenil r,4H$oprvrar{,1il Heil3BecrHoro npo[cxoxAeHnF creAyer npoBepflTb Ha Hanilqile BrpycoB

A0 rlx ilcnonb3oBaH[R;
- Heo6xoAl4MO cTpOrO npilAepxilBarbce ycTaHoBfleHHbtx npolleAyp n0 yBeAoMneHilo 0 cnyqanx nopaxeHilR

aBToMaril3rlpoaanHora r,1H$oprr,raqr,1oHHor,r cpeAbr KoMnbprepHbtMt4 Bl,lpycautl tA npilHffTl4CI Mep n0 nilKBklAaqfiil

nocneAcTBtlt/1 or rx npoHt4KHoBeHilfl ;

- cneAyer uMerb nraHbt o6ecneqeHnn 6ecnepe6oraHota pa6orut IOV gnn cnyqaeB BilpycHOro 3apaxeHilF, B

ToM qilcne nnaHbr pe3epBHoro KonhpoBaHilfl Bcex Heo6xogulurx AaHHbtx il nporpaMM n ilx BoccraHoaneHilc. 3ril

uepur oco6eHHo BaxHbt AnF cereBbrx $amnoaurx cepBepoB, noAgepxt4Bapqilx 6onuuoe Korl4qecrBo pa6ovnx

craHurt,'' 
TexHonoril,{ecKile ilHcrpyKt{t4.4.

1.1. B [0V pyxoaoArreneM AorxHO 6Urru HagHaqeHO J'r4Llo,oTBercTBeHHoe 3a aHTilBl4pycHyro 3au{ilTy, B

AonxHocrHbte ilHcrpyKqtltl Anfl Koroporo AonxHbr 6urru nponncaHbt nopnAor get,lcranF B nepnOA Bl4pycHblx

snrgeunm, nopFAoK ger,1crar,tr,t npfl Bo3Ht4KHoBeHhil BHeurarHbtx ct'ryaqnil, cBfl3aHHblx c pa6orocnoco6Hocrup

cpegcrB aHTilBt4pycHor,r saqurur, nopnAoK ger,tcreNr,t fffl ycrpaHeHilfl nocnegcramtt :apaxeHmta, B npoilaHovt

cnyLrae BcR orBercrBeHHocrb 3a o6ecneqeHfie aHTilBr4pycHor,t raqr,rrbt Itoxt4rcfl Ha pyKoBoAklrenn lOY.

1,2. B [Oy MOXer ncnol|iloBarbcF To|bKO rr/qeH3!1OHHOe aHTilBr4pyCHOe nporpaMMHoe o6ecneqenre nn6o

ceo6ogHo-pacnpocrpaHReMoe nporpaMMHoe oOecne.reHile



1.3. O6nsarenbHoMy aHTilBrlpycHoMy KoHTpono noAnexrr np6an r,tHQopn,taqr,rn (rercroeure $aranu nn6urx

Sopnaaroe, Satanut AaHHbrx, ilcnonHseMbre $alrnur, noqroBbre coo6qeHr,rn), nonyvaenaafl n nepeAaBaeMan no
TereKoMMyHLlKaqiloHHbrM KaHanaM cBfl3r, a TaKXe nHSopwaqrn, HaxoAflqaecfl Ha cbeMHbtx Hoc[Tenflx
(uarHrrHutx At4cKax, fieHTax, CD-ROM, DVD, flash-HaKonrrennx n r,n.), KoHrponu rcxognqelr ltH$opvraqltn
Heobxopnn,to npoBoAtlTb HenocpeAcrBeHHo nepeA apxhBr4poBaHileM il ornpaaxoN (sanncso sa creuHurr,t uocrrenu).

1.4, Oatlnut, noMeu-laeMbre e enexrporHurN apxklB, AonxHbt e o6RsarenuHoN4 nopfl,qKe npoxog,4Tb

aHTL1B14pyCHUrr/1 rOHrpOnU,

2. Tpe6oaanilq K npoBegeHilp Meponpvnuil no aHrilBr4pycHor,r aaqrre e AOY.
2.1. B Haqane pa6orbr npil 3arpy3Ke KoMnbprepa B aBToMarilqecKoM pexilMe AonxHo BbrnonHflTbcfl

o6HosneHile aHTilBr4pycHsrx 6as fi cepBepoB.

2.2. llepno4ilqecKile npoBepKil oneKTpoHHbrx apxilBoB AorxHbr npoBoAr/Tbcff He pexe ogHoro pa3a B

HeAefl]o, AaHHbre, pacnonoxeHHbre Ha pa6ovrx craHqilfix nonggoBarenelt - exeAHeBHo, B HOL{Hoe BpeMf; no
pacnrcaHill0.

2.3. Bneo.repe4HoN aHTlrBr4pycHutt,t xoHrponb Bcex AhcKoB r,t Sar,rnoa nepcoHanbHoro KoMnborepa AonxeH
BbINOIHFTbCR:

'2.3,1, HenocpegcrBeHHo nocne ycraHoBKr4 (nrl,teHeunn) nporparr,trr,tHoro o6ecneqeHilf, KoMnbnrepa AonxHa
6utru surnonHeHa aHTilBLrpycHan npoBepKa Ha cepBepax il nepcoHanbHbrx KoMnbprepax yqpe4eHilfl.

2.3,2.|1pn Bo3H14KHoBeHfiil noAo3peHnff Ha Haflilqfie KoMnbprepHoro Bilpyca (HernnrvHaR pa6ora nporpaMM,
noeBileH[e rpa$uvecxux t4 3ByKoBbtx s$$exroB, r4cKaxeHhil paHHurx, nponaAaHile Sar,lnoa, qacroe noflBfieHfie
coo6uleHrafi o cr4creMHbrx our6rax r,t r,n,).

2.3.3. l-lptt ornpaBKe I nonyLreHilil oneKrpoHHolt noqrur oneparop oreKTpoHHort noqrur o6ssaH npoBepilTb
3r'reKTpoHHbre nilcbMa il ilx BnoxeHilff Ha Harrqile B[pycoB.

2.4, B cnyqae o6HapyxeHnn 3apaxeHHbrx BrrpycaMr,t $arlnoa ilnil oneKTpoHHbtx nilceM non$oBarenil
o6ssaHur:

2.4.1 . llpuocraHoBr4Tb pa6ory.

2.4.2. Heue,qneHHo nocraBrTb B r43BecrHocrb o Qarre o6HapyxeHran 3apaxeHHbtx Bt4pycoM Qaftnoe
orBercrBeHHoro 3a o6ecneqeHre aHTilBlrpycHor,| aaulrrur (e cnyvae ero orcyrcrBt4F - AhpeKTopa) [0Y.

2.4.3, Coer\aecrHo c Bl'raAenbqeM 3apaxeHHbrx BrrpycoM Saltnoe npoBecril alanva Heo6xogrnaocru
panunet/luero ilx ncnonb3oBaHrff .

2,4.4. flpoaecril neqeHile rrt,t yHnqroxeHile 3apaxeHHbrx Sar,rnoa.
3. OreercreeHHocrb

3.1, OreercrBeHHocrb 3a opraHil3aqiln aHTilBvrpycHora 3aqilTbr Bo3nalaeTcfl Ha pyKoBoArrenn VvpexqeHilR
14fi14 It14q0, ilM Ha3HaqeHHoe.

3.2, OreercTBeHHocrb 3a npoBeAeHre Meponpwattil awuBl4pycHoro KoHTponfl e [0V Bo3naraercfl Ha

orBeTcTBeHHoro 3a o6ecneqeHre aHTilB,4pycHola saulrrur, co6nnpenne rpe6oaanrlr xacronqeri l4HcrpyKl|4il npu
pa6ore Ha nepcoHanbHbrx KoMnbnTepax Bo3naraercfl Ha orBercrBeHHbrx ga xa6rser, rge ilcnonmyercn gauHurra

K0MnboTe0.


