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1. Obwwme nonoxeHus.

Lienblo CO3aHMs CUCTEMbI AHTVBIPYCHOI 3alLTLI ABNAETCS 0DecneyeHne 3alLHHOCTA WHHOPMaLMOHHO-
KOMMYHMKALMOHHO cucTeMsl (ganee VIKC) oT B0O3AENCTBMS Pa3nv4HOrO  pofa BPEAOHOCHBIX MPOrpamm U
HECAHKLMOHMPOBAHHbIX MACCOBbIX MOYTOBBLIX PACCHIMIOK, MPEAOTBPALLEHNs WX BHEAPEHUA B MHDOPMALyOHHbIE
CUCTEMbI, BLISBNIEHMS 1 BE30NACHOTO yaaneHns U3 CUCTEM B Cryyae nonafaqus, a Takke (unbTpauyn JocTyna
nonb3osarenei JOY K HenpoayKTUBHLIM VIHTEPHET-PECcypcam 1 KOHTPONS UX 3NEKTPOHHOW NEPENCK.

OcHoBOMoNaraloLLymMy TpeboBaHNAMM K CUCTEME aHTBMpYyCHOM 3aluTbl [JOY sBnsioTes:

- pelUeHvie 3afaun aHTUBMPYCHO 3alLMTbI AOSTKHO OCYWIECTBAATLCA B 06Liem Buae. CpeacTso 3awuThl He
[OMKHO OKa3biBaTb MPOTMBOMENCTBME KOHKPETHOMY BMPYCY WM TPynne BUPYCOB, MPOTUBOAEVCTBME AOIKHO
0Ka3bIBaTLCA B NPEANONOXEHNSX, YTO BUPYC MOXET ObiTh 3aHECEH Ha KOMMbIOTEP 1 O BUPYCE (O ero CTPyKType (8
YaCTHOCTY, CUTHaTYPE) U BO3MOXHbIX AENCTBUAX) HUYETO HE M3BECTHO;

- pelLLieHme 3a/1a4n aHTVIBUPYCHOM 3aLLMThI IOMKHO OCYLIECTBNATLCA B PEaNbHOM BDEMEHM.

- MEponpUSTMS, HarpaBrieHHble Ha pelleHne 3adad Mo aHTUBMPYCHOM 3aluTe: YCTaHOBKa TOMbKO
NMLEH3NPOBAHHOIO MporpaMMHOro obecnedenns mMbo GecnnaTHoe aHTWUBMPYCHOE NPOrpamMMHOE obecneveHue,
uoyliee B KOMNMEKTe C MOAMMHHOA ONepaunoHHoM CucTemon (Tuna Microsoft Security Essentials (cetb fo 10
pabounx craHumi) wnm Microsoft  Forefront  Endpoint Protection (cetb Gonee 10 paboumx CTaHLwuiA)),
nopAepxmBsaiollee padoTy ¢ NONb30BATENECKUMIA NPOPUISAMM.

- perynsipHoe oBHOBNEHVE 1 eXeAHEBHbIE MPOdNNAKTUUECKUE NPOBEPKN (KenarenbHo B Hepaboyee HouHoe
BpeMS);

- HernpepbiBHbIA KOHTPOMb HaZ BCEMM BO3MOXHBIMA MYTSMW MPOHUKHOBEHWUA BPEAOHOCHBIX NPOrpamM,
MOHWTOPVHI aHTMBMPYCHOM BE30NacHOCTY 1 0BHapyXeHe AECTPYKTUBHOM aKTMBHOCT/ BPEAOHOCHBIX NPOrpaMM Ha
Bcex oobekTax VKC;

- eXeHEeBHbI aHanu3, PaHXMpoBaHMe W MpedoTBpalleHue Yrpo3 PacnpocTpaHeHus W BO3neicTsna
BPELOHOCHBIX MPOTPaMM NMYTEM BbIABMEHNA YSI3BMMOCTEN CMOMb3YEMOro B VKC onepauumoHHOro nporpamMmHoro
obecrneyeHns 1 CeTeBblX YCTPOWCTB W yCTpaHeHWs ObHapyxeHHbiX Ae(eKToB B COOTBETCTBUM C AaHHBIMA
NOCTaBLLyKa NPOrpaMMHOro obecneyeHns 1 [pyrmx Cneunani3npoBaHHbIX SKCNEPTHbIX aHTUBUPYCHbIX cnyxb.

- MpOBEfEHIe MPOPUIAKTAHECKIX MEPONPUATII MO NPEAOTBPALLEHIIO 1 OTPAHUYEHNIO BAPYCHBIX anuaemMui,
BKMIOYAIOWX 3arpy3Ky M pasBepTbiBaHMe CreuManbHbix Npasun Hewtpanusauui (OTpaxeHwio, M3on[um U
NUKBUAALMM) BPEAOHOCHBIX MPOTpaMM Ha OCHOBE PEKOMEHAALUMA Mo KOHTPOMO arak, MOAroTaBnvBaeMbiX
pa3paboTYMKOM CPEACTB 3aLUTbI OT BPEAOHOCHBIX MPOTPaMM 1 APYrAMM CMeLnani3vpoBaHHbIMU SKCNEPTHLIMM
aHTVIBMPYCHBIMI CRyxBamu [0 Toro, kak ByayT BbinylieHbl (aiinbl UCMPaBNEHUA, MPU3HAKOB U AHTUBMPYCHBIX
CUrHaryp.

- MpOBEAEHMe PErynsipHbIX MPOBEPOK LENOCTHOCTI KPUTUHECKN BaXKHBIX MPOrpaMm v AaHHbIX. Hannune
MMWHYX ANOB W CNeaoB HECAHKUMOHMPOBAHHOTO BHECEHS W3MEHEHWUI AOMKHO ObiTb 3aperncTpUpoBaHoO B
XypHane 1 paccnefoBaHo;

- BHELUHME HOCUTENV MH(OPMALIM HEW3BECTHOTO NPOVCXOXAEHNS CNeAyeT NPOBEPATL Ha Hanu4ne BIPYCOB
[10 WX UCMOMb30BaHNS;

- HeoBX0AMMO CTPOro NPUAEPKMBATLCS YCTAHOBMEHHBIX NPOLEAYp MO YBEJOMNEHII0 O CRy4asx NOPAXEHNA
aBTOMATM3NPOBAHHON WMHADOPMALIMOHHOA CPEAbl KOMMBIOTEPHBIMI BUAPYCaMI W MPUHATUIO MEP NO MMKBUAALAM
NoCcNeaCTBUN OT UX MPOHUKHOBEHUS;

- cnepyeT uMeTb Nnaxbl obecneveHus GecnepebonHon pabotsl IOY And cny4aes BUPYCHOTO 3apaxeHus, B
TOM YMCAe NnaHbl PE3EPBHOTO KONMPOBAHMA BCEX HEODXOAMMbIX AaHHbIX 1 MPOTPaMM 1 X BOCCTAHOBNEHNS. C417
Mepbl 0COBEHHO BaXHbl ANA CETEBbIX (PalnoBbIX CEPBEPOB, MOAAEPKMUBAOLIMX Bonbluoe KonM4ecTBo pabounx
CTaHUWK.

TexHOMOrM4YECKME MHCTPYKLINN.

1.1. B JOY pykosoauTenem AOMKHO ObiTb HasHA4EHO ML, OTBETCTBEHHOE 38 aHTVBMPYCHYIO 3alATY, B
[OMKHOCTHbIE WMHCTPYKUMM AN KOTOPOro [OMKHbI ObiTb MpONMCaHbl NOPAROK [ENCTBAS B NEPUOL BUPYCHbIX
SNUAEMMI, MOPSOK [EVCTBIM NPY BOHUKHOBEHWN BHELUTATHbIX CUTYaLWN, CBA3AHHBIX C paboTOCNOCOBHOCTHIO
CPeACTB aHTMBUMPYCHOW 3alTbl, MOPAROK AEVCTBUA ANA yCTpaHeH!s MoCneAcTsui 3apaxeHuit. B NpoTMBHOM
Crlyyae BCA OTBETCTBEHHOCTb 3a 06eCneyeHe aHTUBMPYCHOM 3aLLNTBI NOKNTCA HA PYKOBOAUTENA LOY.

1.2. B OY MOXeT cnonb3oBaThCs TOMbKO NMLEH3VNOHHOE aHTUBMPYCHOE NporpaMmHoe obecneyerme nmbo
cBOGOAHO-PACMPOCTPaHSEMOE NPorpaMmMHoe 0becneveHme.



1.3. ObszaTensHOMY aHTUBMPYCHOMY KOHTPOMIO MOANEXWT nobas nHopMmaums (TEKCToBblE thainbl Nobbix
(hopmatos, ainbl faHHbIX, UCMOMHAEMbIE (awnbl, NOYTOBbIE COOOLLEHMS), Nonyyaemas v nepegasaemas no
TENeKOMMYHUKALMOHHBIM  KaHanam CBA3W, a Takke WH(OpMauys, HaxoAdwascs Ha CbeMHbIX HOCUTEnsX
(MarHuTHbIX Auckax, newtax, CD-ROM, DVD, flash-Hakonutensx w T.n.). KoHTponb vcxomsiiei uHdopmaLmm
HE0HX0aMMO NPOBOAVTL HEMOCPEACTBEHHO NEPe/ apX1BUPOBAHEM 1 OTNPABKOM (3aMUCH0 Ha CbEMHBIA HOCUTEb).

14. Qainbi, nomeljaemble B OMIEKTPOHHLI aAPXWB, LOMKHbI B 00s3aTenbHOM MOPSAKE MPOXOAUTH
aHTWBUPYCHbIN KOHTPOSb.

2. TpeboBaHUs K NPOBEAEHNIO MEPONPUSTIIA NO aHTUBKPYCHO 3awwmTe B JOY.

2.1. B Havane pabotbl npu 3arpy3ke KOMMbKOTEpa B aBTOMATUYECKOM DPEXUME [JOMKHO BbINOMHSTHCS
0bBHOBNEHWe aHTMBMPYCHbIX Ba3 1 cepeepos,

2.2. Teproamnyeckme NpOBEPKM SIEKTPOHHbIX apXWBOB AOMKHbI NMPOBOAWTLCS HE PEXe OHOro pasa B
Hefenio, AaHHble, PacnonoxeHHble Ha pabounx CTaHUMAX Monb3oBaTenen — eXeAHEBHO, B HOYHOE BpeMs Mo
pacnucaxmio.

2.3. BHeouepeaHoNn aHTUBMPYCHBIA KOHTPOMb BCEX AMCKOB U (haiifioB NepCOHanbHOMO KoMMbioTepa AOMKEH
BbINOMHSATLCS:

' 2.3.1. HenocpeacTBEHHO MOCMNE YCTaHOBKM (M3MEHEHWs) NporpaMMHOro obecneyeHmns KoMnbioTepa [OMKHa
BbiTb BbINONMHEHA aHTUBMPYCHAsA NPOBEPKA Ha CepBepax 1 NEPCOHanbHbIX KOMMbITEPaX YUPEXAEHNS.

2.3.2. MNpy BO3HMKHOBEHWW MOLO3PEHNS Ha HamYWe KOMMBIOTEPHOTO BUpYyca (HETUMYHAs paboTa nporpamm,
rnosiBNeHNe rpatnyeckiX 1 3BYKOBbLIX a(MEKTOB, UCKaXeHU faHHbIX, NponagaHie Gaiinos, YacToe nosiBreHue
COODBLLEHMI O CUCTEMHBIX OLWMBKaxX 1 T.M.).

2.3.3. MNpw 0TNpaBKe 1 NONYYEeHUN 3MIEKTPOHHON MOYTLI ONEPATOP SMEKTPOHHOM NOYTHI 06S3aH NPOBEPUTH
3MEKTPOHHbIE NUCbMA 1 VX BNIOXEHWA HA HANW4me BUPYCOB.

24. B cnyyae obHapyxeHus 3apaxeHHblx Bupycami (hainoB MNM 3NMEKTPOHHbIX MUCEM MONb30BaTENu
00s13aHb!;

2.4.1. NpvocTtaHosuTb pabory.

2.4.2. HemedrneHHo noCTaBWTb B M3BECTHOCTb O (pakTe OBHapyxeHUs 3apaxeHHbiX BUpYCcOM (haiinos
OTBETCTBEHHOrO 3a 0OEeCneyeHne aHTUBIPYCHOM 3alnThI (B Cryyae ero oTcyTcTeus — anpektopa) JOY.

24.3. CoBMECTHO C BnafenbUeM 3apaxeHHblX BUMPYCOM (DaiinioB MpOBECTU aHanM3 HeobXoaMMocTy
[anbHENLLEro UX UCronb30BaHus.

2.4.4. TTpoBECTM NEYEHNE NN YHUYTOXEHME 3apaxeHHbIX (hainmnos.

3. OTBETCTBEHHOCTb :

3.1. OTBETCTBEHHOCTb 3@ OPraHU3aLMio aHTUBMPYCHOM 3aLUMTbI BO3NAraeTCs Ha PyKOBOAUTENA YupexaeHns
WY NULIO, UM Ha3Ha4eHHoe.

3.2. OTBETCTBEHHOCTb 3@ NPOBELEHWE MEpOnpUATUA aHTMBMPYCHOro koHTpons B [IOY Bosnaraetcs Ha
OTBETCTBEHHOTO 3a 0BECneyeHne aHTUBMPYCHOM 3alLuTbl, cobrniogeHne TpeboBaHuin HacTosLeN VHCTpyKUmuM npu
paboTe Ha NepcoHanbHbIX KOMNbIOTEPAX BO3NAraeTcs Ha OTBETCTBEHHBIX 3a KabWHET, re UCNOnb3yeTca AaHHbIN
KOMMbLOTEP.



