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1. O6Lme NonoXeHms.

Llenbto co3maHnst CMCTEMbl aHTMBMPYCHOM 3alynTbl ABNsieTcs obecneyveHne  3alynieHHOCTH
WH(OPMALMOHHO-KOMMYHMKaLMOHHON  cucTembl  (ganee WKC) oT BO3AeMCTBMS  pas3nMyHOro poga
BPEAOHOCHBIX NPOrpamMM M HeCaHKLMOHMPOBAHHbBIX MacCOBbIX MOYTOBbLIX PACCHINOK, NPEAOTBPALLEHNS NX
BHEAPEHNS B WH(OPMALMOHHbIE CUCTEMbI, BbISBNEHUSt 1 6€30MacHoro yaaneHus M3 cUCTeM B Cryyae
nonagaxus, a Takke dunbTpaumm goctyna nonb3osatenen JOY k HENPOAYKTUBHLIM MHTEpHET-pecypcam
W KOHTPOMS WX 3NEKTPOHHON NEPENUCKA.

OcHoBononararowmumm TpeboBaHUAMM K cUCTeMe aHTUBUPYCHOM 3awynTbl JOY ssnstoTcs:

- pelleHne 3afaun aHTUBMPYCHOW 3alUMTbl JOMKHO OCYLIeCTBRATbCA B obwem Buge. Cpedcteo
3alWMTbl He [AOMKHO OKa3blBaTb NPOTUBOAENCTBME KOHKPETHOMY BWMPYCYy WM rpynne BUPYCOB,
NPOTUBOLENCTBME [OSMKHO OKasbiBaTbCA B MPEANONOXKEHUSX, YTO BUPYC MOXET ObiTb 3aHEceH Ha
KOMMbIOTEP M O BUpYCe (0 ero CTPYKType (B YAaCTHOCTU, CUrHATYpE) U BO3MOXHbIX AENCTBUSIX) HAYETO He
WN3BECTHO;

- peLLeHe 3aa4v aHTUBMPYCHOMN 3aLUKTbl JOIPKHO OCYLLECTBNATLCS B PeasbHOM BPEMEHM.

- MEponpUATUS, HaNpaBneHHbIe Ha PELLEHNe 3aa4ay Mo aHTUBMPYCHON 3alLMTE: YCTAHOBKA TOMbKO
NULIEH3MPOBAHHOMO  MporpammHoro  obecneveHns nnbo 6ecnnaTHOE aHTUBMPYCHOE MPOrpamMMHOe
obecneyeHne, mayliee B KOMNNEKTE C MOASIMHHONW onepauuoHHon cuctemon (tuna Microsoft Security
Essentials (cetb o 10 paboumx craHumi) unu Microsoft Forefront Endpoint Protection (cetb Gonee 10
paboumx CTaHuuin)), noaaepkuBatoLiee paboTy ¢ NonNbL30BATENLCKUMM NPOGUNAMM.

- perynsipHoe OGHOBIEHWEe W exefHeBHble NPOMUNAKTUYECKNe MPOBEPKN (XenaTenbHo B
Hepaboyee HOYHOE BpeMs);

- HenpepbIBHbIA KOHTPOMb Hag BCEMW BO3MOXHbIMW MYTSMU NPOHWKHOBEHWS BPEOOHOCHbBIX
NporpamM, MOHWUTOPWHT aHTUBMPYCHONM 6e30macHOCTU ¥ OBHapyXeHWe [EeCTPYKTUBHOW aKTUBHOCTM
BPeLOHOCHbIX NporpaMm Ha Bcex obbektax UKC;

- ©XeOHEeBHbI aHamu3, paHXupOBaHWE W NPEAOTBPALLEHNe Yrpo3 PacnpOCTPaHEHUs W
BO3AEMCTBMS BPELOHOCHBIX MporpaMM NyTeM BbISBNEHMs yssBumocTen ucnonb3yemoro B WKC
ONepaLMOHHOrO MPOrpamMMHOr0  06eCreyYeHnsl M CETEBLIX YCTPOWCTB U YCTpPaHEHWs OBHapYXeHHbIX
[eMeKToB B COOTBETCTBMM C [aHHbIMM MOCTaBLUMKA MPOrpamMMHOrO  obecrneyeHns U Opyrux
cneunanuanpoBaHHbIX SKCNEPTHBIX aHTUBMPYCHBIX CYXO.

- npoBefeHne NPOUNaKTUYECKMX MEPOMPUATUIA MO NPEAOTBPALLEHNIO N OTPAHNYEHNIO BUPYCHBIX
ANMAEMUIA, BKITIOYAIOLYMX 3arpy3Ky W pasBepThIBaHWE CrelmanbHbIX NpaBun HeNTpanm3aummn (OTPaxeHuio,
W30MALUMM W NUKBMAALMM) BPELOHOCHbIX MPOrpaMM Ha OCHOBE PEKOMEHZAUWMA MO KOHTPOMW aTak,
NOAroTaBnMBaeMblx paspaboTyMKOM CPefcTB  3aluTbl OT BPEOOHOCHBIX MPOrpaMM W Apyrumu
cneunanuanpoBaHHbIMM SKCMEPTHLIMY aHTUBMPYCHBIMKM CnyxBamu 4O TOro, kak ByayT BbinyLLEHb! (hannbl
MCNpaBREHWIA, NPU3HAKOB U aHTUBMPYCHBIX CUTHATYP.

- MNpOBeLeHNe PerynsipHbIX NPOBEPOK LENOCTHOCTU KPUTUYECKW BaXHbIX MPOrpamMmm U LaHHbIX.
Hannume nuwHWX ainoB u cnefoB HECAHKUMOHMPOBAHHOTO BHECEHUS M3MEHEHWA [LOMKHO ObiTb
3aperncTpupoBaHo B XypHane ¥ paccnefoBaHo;

- BHELLUHME HOCUTENW MHOPMALMM HEN3BECTHOTO NPOUCXOXAEHUS CrielyeT NPOBEPSTL HA Hannime
BMPYCOB 0 WX UCMOMNb30BaHUS;



- HeoBX0AMMO CTPOro MPUAEPKUBATLCSH YCTAHOBMEHHBLIX MPOLEAYP NO YBEAOMMEHUIO O Cryyasx
NopaxeHWst aBTOMATU3MPOBAHHOW MH(OPMALIMOHHOW Cpeabl KOMMBIOTEPHBIMI BUPYCAMM U MPUHATUIO Mep
no NUKBMAALMM NOCNELCTBUN OT UX NPOHUKHOBEHMS;

- cnegyeT umeTb nnaHbl obecnevenus GecnepeboiHoit paboTel JOY ans crnyyaes BUPYCHOTO
3apaxeHus, B TOM YnCne nnaHbl Pe3epBHOTO KOMMPOBAHNS BCEX HEOOXOAMMBIX AaHHBIX U NPOrpaMm U 1x
BOCCTAHOBNEHUs. 3TN Mepbl 0COBEHHO BaXHbl Ans CeTeBbIX (DainNoBbIX CEPBEPOB, MOALEPKMBAIOLLMX
BonbLUoe KonM4ecTBo pabounx CTaHLWA.

TexHONOrN4YecKk1e MHCTPYKLUK.

1.1. B JOY pykoBoguTenem AOMKHO ObiTb Ha3HAYeHO NMLO, OTBETCTBEHHOE 3a aHTUBMPYCHYIO
3alWuTy, B LOMKHOCTHbIE MHCTPYKUWW AN KOTOPOro AOKHbI BbiTb MponMcaHbl NOPSAOK AENCTBUS B
Nepuvoa BUPYCHBIX SNMAEMUIA, MOPSLOK AENCTBUN NPYU BOSHUKHOBEHUM BHELUTATHBIX CUTYaLWI, CBA3AHHbBIX
C paboTocnocobHOCTbIO CPeAacTB  aHTMBMPYCHOM  3allMTbl, MOPSAOK AEWCTBUA AN yCTpaHEeHWs
NOCNeLCTBUNA 3apaXeHWd. B NpOTMBHOM Cnyvae BCS OTBETCTBEHHOCTb 3a 0OecneyveHue aHTMBMPYCHOM
3almMThl NoXuTCA Ha pykosogutens JOVY.

1.2. B [OOY MoxeT wuCnonb30BaTbCAd TOMbKO JIMLEH3MOHHOE aHTUBMPYCHOE NpOrpaMMHOe
obecneyeHne nnbo cBob6OAHO-pacNpPOCTPaHSEMOE NporpaMMHoe 0becneyeHme.

1.3. OBsizaTenbHOMY aHTUBMPYCHOMY KOHTPOMO NOANEXUT Mtobas nHpopmawms (TEKCTOBbIE (haisbl
nobbix dopmatos, annbl AaHHbIX, UCMOSHSEMble halrbl, NOYTOBbIE COOBLLEHNS), MOsyYaemas W
nepefasaeMasi no TENEKOMMYHWUKALMOHHBIM KaHanam CBS3W, a Takke MH(OpMauus, Haxodawascs Ha
CbEMHbIX HOCUTENAX (MarHUTHbIX guckax, neHtax, CD-ROM, DVD, flash-HakonuTensx u 1.n.). KOHTponb
nexogsawen MHgopMaum  HeobxoauMMO NPOBOAUTL HEMOCPEACTBEHHO MNepes apXMBMPOBaHWEM U
OTNPaBKOM (3aMMCb0 HA CbEMHbIN HOCUTENb).

1.4. ®aitnbl, NoMeLlaeMble B 3EKTPOHHbLIN apXmB, JOMKHbI B 0Bs3aTeNlbHOM NOpSAKE NMPOXOAUTb
aHTWUBMPYCHbIN KOHTPOIb.

2. TpeboBaHus K NPOBEAEHMI0 MEPONPUATUIA MO aHTUBMPYCHOM 3awmTe B OY.

2.1. B Havane paboTbl Npu 3arpyske KOMMbIOTEPA B aBTOMATUYECKOM PEXMME [OMKHO BbINOMHATLCS
0BHOBNEHME aHTMBUPYCHBIX 6a3 1 CEpBEPOB.

2.2. lNeproamnyeckme NpoOBEPKN SNEKTPOHHBIX apXMBOB AOMKHbLI NPOBOAUTLCS HE pexe O4HOMo pasa
B HeAent, faHHble, PacnofiokeHHble Ha pabounx CTaHUMAX nonb3oBaTerien — eXedHEBHO, B HOYHOE
BPEMS N0 Pacr1CaHuIo.

2.3. BHeouvepeHO# aHTUBMPYCHBIN KOHTPOMb BCEX AMCKOB M (haltrioB NEPCOHANBHOTO KOMMbIOTEPa
[OIMKEH BbIMOMHATHCS:

2.3.1. HenocpeacTBEHHO NOCMNE YCTAHOBKM (M3MEHEHWS) MPOrpamMMHOro obecneyeHns KoMnbrTePa
[OMKHa ObITb BbLIMOMHEHA aHTUBMPYCHAs MpPOBEpka Ha cepeepax W MepCoHasnbHbIX KOMMbOTEpPaX
yupexaeHus.

2.3.2. Tlpn BO3HWKHOBEHMM MOJO3PEHNS HA HANMKU4YME KOMMBIOTEPHOTO BUpYyCa (HETUNUYHas pabota
nporpamm, nosiBeHNe rpacpuyecknx 1 3BYKOBbIX 3PEKTOB, UCKAXEHUI OaHHbIX, NponagaHue annos,
4acToe NosiBNeHMe COOBLLEHMI O CUCTEMHBIX OLUMOKAX 1 T.1.).

2.3.3. lpu oTnpaBke W NOMYYEHWN SNEKTPOHHOM MOYTHI OMepaTop 3MEKTPOHHOW MOYTbl 06s3aH
NPOBEPUTH AMEKTPOHHBIE NCbMA U WX BIIOXKEHWS HA HANN4YMe BUPYCOB.

24. B cnyyae 0OHapyXeHWs 3apaXeHHblXx Bupycamu (DalnoB WUNM  SNEKTPOHHBLIX MUCEM
nonb3osatenu 06s3aHbl:

2.4.1. MpuoctaHoBuTb pabory.

2.4.2. HemeaneHHO NOCTaBWUTb B M3BECTHOCTb O (pakTe OBHApYXEHUS 3apaEHHbIX BUPYCOM
(harnnoB OTBETCTBEHHOTO 3a 0becneyeHne aHTUBUPYCHOM 3aLuThbl (B Cryvae ero OTCyTCTBUS — AMPEKTOpa)
[oy.

2.4.3. COBMECTHO C BraenbLEeM 3apaXeHHbIX BUPYCOM (hailrioB NPOBECTH aHann3 HeobXoaMMOCTH
[anbHENLIEero UX UCnonb30BaHNS.

2.4.4. T1poBeCTYN NEYEeHIe UNn YHUYTOXEHNE 3apaXeHHbIX (DalmnoB.

3. OTBETCTBEHHOCTb

3.1. OTBETCTBEHHOCTb 3@ OpraHU3auWio aHTUBMPYCHOW 3alUMTbl BO3MaraeTcs Ha PyKOBOAWUTENS
YupexngeHus unu nuuo, UM HasHa4YeHHoe.



3.2. OTBETCTBEHHOCTb 3a NPOBEAEHNE MEPONPUATUN aHTMBMPYCHOTO KoHTpons B [JOY Bo3naraetcs
Ha OTBETCTBEHHOrO 3a ObecrneyeHne aHTUBMPYCHOM 3alynTbl, cobriogeHne TpebGOBaHWM HACTOSLLEN
WHCTpykumn npu paboTe Ha NepcoHanbHbIX KOMMbOTEPAX BO3MAraeTCsl Ha OTBETCTBEHHbIX 3a KabuHeT,
rae Ucnonb3yeTcs AaHHbIN KOMMbIOTEP.
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